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downs or data theft. Indeed, with federal
incentives encouraging their adoption,
the majority of hospitals and medical
group practices now are using electronic
health records (EHRs). As of 2013, 78
percent of physicians are now using an
EHR system, according to the National
Ambulatory Medical Care Survey by the
National Center for Health Statistics.* In
addition, more than 80 percent of hos-
pitals have qualified for federal incentive
funds by successfully implementing
EHRs, according to a report from the
Office of the National Coordinator of
Health Information Technology.?
Even though data loss typically is not
considered a life-and-death situation, it
can cause plenty of havoc. For health care
providers, lost data could result in sub-
standard patient care, noncompliance with

HIPAA regulations, a loss of credibility,

and financial setbacks.

Faced with all this increased risk,
the need for health care organizations
to put together some type of disaster or
emergency preparedness plan is more
pressing than ever before.

Dr. Rokusek asserts that leaders
should ask themselves one question to
get started: “If my health care practice was
wiped out due to a disaster, do I have a
plan in place that would get the practice
back up and running in 72 hours?”

If the answer is no, then it is time
to roll up the sleeves and get to work.
The first order of business is to assess
the risk for certain disasters. Even though
health care providers need to be prepared
for anything, the likelihood of different
disasters should drive that preparation.

“You have to look at your vulner-
abilities and assess what they might be,”
Dr. Rokusek says. “In the Midwest, you
might be vulnerable to tornadoes, while
in California, you might want to worry
more about earthquakes or mudslides.
And mental health providers might want
to put some more thought into what to
do in violent situations.”
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Build shelter

After assessing vulnerabilities, health
care organizations then need to cre-
ate a formal emergency preparedness
plan. The Medical Group Management
Association (MGMA), Englewood,
Colorado, suggests that practice lead-
ers take the following steps:

e Obtain copies of disaster plans from
primary hospital providers.

e Obtain copies of community disas-
ter plans.

e Use hospital and community plans
as a model to build the practice’s
emergency plan.

e Let the plan reflect the uniqueness
of the practice staff and resources
available.

e Distribute a draft of the plan to phy-
sicians, nurses, and other employees
for input.

e Review the plan with appropriate
hospital and community entities,
defining the organization’s role

within the framework of other com-
munity disaster plans.

e Finalize the plan, including gaining
group governance approval.

e Re-evaluate and update the emer-
gency response plan annually.”

While these steps will prompt health care
organizations to come up with unique
emergency preparedness plans with con-
tent that is apropos, each plan should
include some variation of the following:

e A plan of action for caregivers’
families. “Caregivers need to have
a personal and family plan in
place. To continue to deliver care
during an emergency, physicians
and other caregivers need to
know that their own family is
coping with the disaster,” says Dr.
Rokusek. Any plan should include
emergency supplies and an escape
route from disaster areas.

o A blueprint for employees. All
employees should know their roles
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and responsibilities in emergency
situations. Plans need to spell out
specific tasks for specific employees.
In addition, a communication plan
should clearly delineate how each
employee will be contacted during a
disaster, with an alternate commu-
nication plan in place in case phone
service is not available,

® Specific checklists for specific
calamities. Each potential disaster
presents an entirely different set
of circumstances. Whether dealing
with floods, data loss, or violence,
the health care team should have a
unique response. For example, if a
patient comes into a medical office
with a gun, the staff needs to know
escape routes, how to alert police,
and how to lock interior doors.

® Anall-is-lost contingency plan. A
worst-case scenario is intimidat-
ing to consider and plan for. What
happens if an entire medical prac-
tice is wiped out? Some health
care organizations could have
another location to set up shop,
such as an empty storefront in a
mall. The worst-case plan should
include suppliers’ numbers so the
practice can get what it needs,

Calm before the storm

Since developing such a plan can be
a daunting task, especially for small
medical groups, the MGMA suggests
breaking the process into steps based
on three phases of emergency events,
and then working backwards:

* Recovery phase. Re-establish the
practice by managing staff availabili-
ty, finances, cash flow, and staff stress.

® Survival phase. Protect against
injury and loss of life, run survival
drills, and establish communica-
tion procedures.

® Preparation phase. Assess vulner-
ability, develop an emergency plan
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for each scenario, and categorize
whether events affect just the prac-
tice or the entire community.’

Dr. Rokusek also suggests that small
medical groups do what they can to
simplify €mergency preparedness plan-
ning. Instead of reinventing the wheel,
she suggests that practices use a variety of
outside resources to construct the plan.
For example, practices could hire a con-
sultant to develop the plan. Or, practice
leaders might want to check out various
online resources to get started. Disaster
planning materials and guidance can be
found online at Ready.gov or FEMA. gov,
and numerous other sites.

Rain checks

All the hard work that goes into creat-
ing a plan could be for naught if staff
members simply give the documents a
once-over and tuck them away in some
obscure folder. That is why, in addition
to developing a plan, the MGMA also
suggests that medical practices develop
training modules (including disaster
drills) and conduct initial and ongoing
staff training programs, including testing
and simulation.’

Dawn Robiadek, CMA (AAMA),
manager of the specialty clinics at Henry
Ford Health System, West Bloomfield,
Michigan, says that leaders at her facility
make it a point to conduct ongoing train-
ing initiatives for emergency preparedness.

For example, Robiadek reviews timely
emergency procedures with staff members
at every monthly meeting, In late fall or
early winter, she might review some of
the protocols associated with inclem-
ent weather. O, if a schoo] shooting or
terrorist attack is in the news, she might
focus the staff training on responding to
violent situations.

“We focus on giving staff members
real, practical information that they will
remember when something happens.
For example, we remind them that if

someone comes into the facility with
a gun, staff members should go into a
room and shut the door, But they also
should make sure they turn the light
off and turn their cell phones off, so
the intruder doesn’t discover that they
arein there. It helps to keep offering up
these practical steps so when something
actually happens, the staff members are
much more likely to quickly remember
what to do,” she says.

The hospital has even brought in
drama students from a local college to
provide staff members with a simu-
lated disaster response experience. “It
becomes an extremely real practice drill
because the students come in looking
like they have blood all over them. And
we have to shuffle them to a contami-
nation tent, where we hose them off to
get rid of any potential contamination,”
Robiadek says.

Calamity tamed

Even though developing an emergency
preparedness plan is a fairly large under-
taking, the effort is well worth it,according
to Megan Blumenthal, CMA (AAMA),
a medical assistant who works at Aiken
Surgical Associates, a private surgery prac-
tice in Aiken, South Carolina,

The practice has a plan in place that
provides instructions for specific disasters,
a communications protocol that includes
a phone tree (a document that spells out
who needs to call who), and directions
to a potential alternate care site where
employees can report if the current build-
ing is uninhabitable,

When an ice storm hit the region
during the winter of 2014, leaders decid-
ed to close the practice. Because this
Plan was in place, though, it was rela-
tively easy to notify staff and patients
of the closing.

“The surgeons didn’t want to take a
chance. They didn’t want staff or patients
getting hurt while they were trying to get
to the practice,” Blumenthal says. “While
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we all had to deal with the dangerous
weather, the closing of the practice was
handled quite efficiently because com-
munication was so seamless. And, we
were able to reschedule all the patients
for the very next week. So, it all worked
out really well”

While it is impossible to predict what
will happen at any given point in time,
having a plan in place allows profession-
als to more efficiently and effectively
react in situations of potentially extreme
stress. Most importantly, though, such
planning makes it possible for health
care providers to get back to business
quickly. And when disaster strikes, the
patient population is apt to be in need
of intense medical services. 4
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